Installing the Authentica Plug-in

ESSD documents are now encrypted by a program called Authentica. Before you can open or save
ESSD documents you must “Run” an executable file that will install an Authentica plug-in to Acrobat
Reader. After installing the plug-in, you will be prompted to enter your ESSD ID and password when you
open or save a document from ESSD.

When you try to open or save an ESSD document, you will receive the following ESSD screen:
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Place a check in the "Dont show this message again as | have already installed the executable” box and click
on the "Click here” link of the following message:

Click here to return to your previous screen so that you may open or save your ESSD docurment.

| Mext click on the "OK" buttan in the "Thank you" message box.

Mow when you try to open or save a document, you will be prompted to "Create New Account”. At that time,
type in your ESSD 1D in the "User Name” field and your ESSD password in the "Password” field and click the
"0k button.

| ‘fou should be able to open the ESSD encrypted documents now.

The Help files on the "Help" tab provide more detailed information on installing the Authentica plug-in and
working with encrypted documents.

1. To “Run” the executable file, please click on the “Install Plug-in” button on the

screen. The following message box will appear:

File Download - Security Warning El

Do you want to run or save this file?
Mame: SecurebDocsForPDF.exe
Type: Application, 6.13 ME
Fram:  drmukils, extra, daimlerchrysler, com

Bun Save

potertially harm your computer. [ pou do not trust the source, do not

@ YWhile filez from the [ntermet can be uzeful, this file type can
run ar ave this zoftware, What's the risk?

2. Click the “Run” button. After some processing time, the following message box will appear:



Internet Explorer - Security Warning 5[

The publisher could not be verified. Are you sure you want to run this
software?

Marne; SecurebocsForPDE . exe

Publisher: Unknown Publisher

should only run software from publishers you trust, How can I decide what

@ This file does not have a valid digital signature that verifies its publisher, You
sofbware ko run?

3. Click the “Run” button again. This brings up the Authentica licensing agreement.
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Licenze Agreement

Welcame to the InstallShield Wizard far Secure Documents for
PDF. Pleaze read the following license agreement.

authentca

Fress the PAGE DOWHN key to see the rest of the agreement.

AUTHEMWTICA, IMC. SOFTWARE LICENSE AGREEMEMT il

AUTHENTICA, IMC. ["LICEMNSOR"] 15 WILLING TO LICENSE THE PRODUCT TO Y'0U

&5 AW IMDIVIDLAL OR THE COMPANY OR LEGAL EMTITY THAT WILL BE

UTILEZING PRODUCT AND THAT 0L REPRESENT AS &M EMPLOYEE OR
AUTHORIZED AGENT ["OU" OR "vOUR" OMLY OM THE COMDITION THAT Y00
ACCEPT ALL OF THE TERMS OF THIS LICEMSE AGREEMEMNT. READ THE TERMS

AMD COMDITIONS OF THIS LICENSE CAREFULLY BEFORE USING THE

SOFTWARE. THIS IS A LEGAL AND EMFORCEABLE COMTRACT BETWEEM vOU

AMD LICEMSOR. BY OPEMING THIS PACKAGE, BREAKIMG THE SEAL, CLICKIMNG LI

Do you accept all the terms of the preceding License Agreement? IF vou choose Mo, the
zetup will cloze. To install Secure Documents for POF, pou must accept this agreement.

[rztalls hield
< Back ez Mo

4. Read the Licensing Agreement and click the “Yes” button to accept the agreement. This installs the
Authentica plug-in to Acrobat Reader. The following screen will appear.



Installshield Wizard

InstallShield Wizard Complete

The Install5hield \Wizard haz successfully installed EMC IR
Client for Adobe Acrobat. Click Finizh o exit the wizard.

Cancel |

5. Click the “Finish” button. The executable should now be installed successfully and following screen

will appear.

ESSD documents are now encrypted by a program called Authentica. Before you can open or save ESSD
documents you must "Run™ an executable file that will install an Authentica plug-in to Acrobat
Reader. After installing the plug-in, you will be prompted to enter your ESSD ID and password when you open

or save a docurment frorm ESS0L

@Dun‘t show this message again as | have already installed the executable.

To "Run” the executable file, please click on "Install Plug-in™ button below.

Click the "Run” button, click the "Run™ button again, click the "Yes™ button, then click the "Finish™
button and the executable should be installed successfully.

Install Plug-in

Flace a check in the "Don't show this message again as | have already installed the executable” box and click
on the "Click here" link of the following message:

Click here to return to your previous screen so that you may open or save your ES3SD document.

J Mext click on the "OK" button in the "Thank you" message box.

Mowe when you try to open or save a document, you will be prompted to "Create New Account”. At that time,
type in your ESSD ID in the "User Mame" field and your ESSD password in the "Password” field and click the

"OK" button.
‘You should be able to open the ESSD encrypted documents now:.

The Help files on the "Help® tab provide more detailed information on installing the Authentica plug-in and
warking with encrypted documents.

6. Place a check in the “Don't show this message again as | have already installed the executable” box
and click on the “Click here” link of the following message:

Click here to return to your previous screen so that you may open or save your ESSD document.
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The following message box will come up:

ESSD documents are now encrypted by a program called Authentica. Before you can open or save ESSD
documents you must "Run™ an executable file that will install an Authentica plug-in to Acrobat
Reader. After installing the plug-in, you will be prompted to enter your ESSD D and password when you open
or save a document fram ESSD.

¥ Dan't show this message again as | have already installed the executable.

To "Run” the exec Microsoft Internet Explorer

Click the "Run” b
hutten and the ex

Install Plug-in

Place a check in the "Don't show this message again as | have already installed the executable” box and click
on the "Click here" link of the following message:

1, then click the "Finish™
L] Thank you. You will nok be prompted with this message again.
L

Click here to return to your previous screen so that you may open or save your ESS0 document.

Mext click on the "OK" buttan in the "Thank you" message box.

Mow when you try to open or save a document, you will be prompted to "Create Mew Account”. At that time,
type in your ESSD 1D in the "User Mame" field and your ESSD password in the "Password” field and click the
"0k buttan.

You should be able to open the ESSD encrypted documents now.

The Help files on the "Help" tab provide more detailed information on installing the Authentica plug-in and
working with encrypted documents.

7. Click on the “OK” button in the “Thank you” message box.

x
EMC IRM

IRM Server: I drmm,extra, daimlerchrysler . com j
User Mame: I | j
Passwiord: I

Properties. .. |
| Ik I Cancel | Help |

8. Type your ESSD ID in all lower case in the “User Name” field and type your ESSD password in the
“Password” field using the identical case as your ESSD password. (The password is case sensitive)
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Then click the “OK” button. It is very important that you enter your ESSD ID using all lower case
and enter your password correctly with the same case as it was entered in ESSD.

» Remember that you changed your ESSD password when you logged in, so enter your new ESSD
password in the password field exactly as it was entered in ESSD.

* Entering your ESSD ID and password correctly are necessary to synchronize Authentica with ESSD so
when your ESSD password changes, it will automatically change the Authentica password as well.

9. You should be able to open the ESSD encrypted documents now.

o |f prompted to “Accept Server Connection”, click the “Accept” button. This occurs when you log in
to the Authentica policy server for the first time from a particular computer.

Accept Server Connection El

Do you accept a connection ta this server bazed on the following certificate?

Aftrbute | " alue |
Common Mame chacmdyd. clde. chipsler. com

Country Lz

Organization dox

Organization Unit  dos
MDE Fingerprint - CHED:AAFSERESEC:CE:4C:5B: 45:93:68:00:F0:92

Walid From Mon Feb 20 15:53:42 2006 GRT
Walid el Thu Feb 18 16:53:42 2016 GMT
Accept % Cancel Help

e If you get an “Access denied” message, try to open or save the document again. The “User
Name” field should already have your ESSD ID entered in. You will only need to type in your
ESSD password in the password field.

Note: The EMC IRM/Authentica plug-in remembers your user ID. Your ID will be pre-populated in the
User ID field or you can select the ID from a dropdown menu.

The Help files on the "Help" tab provide answers to most of the common questions.

If you have any questions, issues, or concerns, please use the “Feedback” option within the ESSD
system or e-mail Chrysler LLC Engineering Standards Team directly at: engstds@chrysler.com




